COSMOS EDUCATIONAL TOOLKIT: Engineering/CS
W1: Introduction to Wireless Communications Technology
[Electromagnetic Spectrum Scavenger Hunt Instructions]

[bookmark: _ykg2fircre1j]Part 1: Hunt for Audible Signals
We will use the Shiny SDR software and an RTL-SDR USB radio dongle to see how crowded the spectrum is in our area - we will try to pick up as many signals as possible, and put them all together in a shared document.

Shiny SDR allows us to scan a wide range of frequencies, and, if we see some energy on the spectrum, place a “receiver” to try and decode the signal - multiple kinds of AM, FM, and some other kinds of receivers are available.

To start Shiny SDR, open a terminal (use the Ctrl+Alt+t keys) and write the following command (only the bold text is the command):

cosmos-ret-1$ sudo shinysdr /etc/shinysdr/config/

When Shiny SDR is launched, you get an address that you can use to input to a browser window.

See if you can pick up:

· AM broadcast signals (use the Shiny SDR shortcut for frequencies “below 22 MHz”). Which stations can you hear? Share a screenshot and the frequency on Slack.
· FM broadcast signals (use the Shiny SDR shortcut for frequencies “above 24 MHz”). Which stations can you hear? Share a screenshot and the frequency on Slack, then add to the shared document.
· Messages from airplanes flying overhead - tune to 1090 MHz, put a “MODE-S” receiver at that frequency, and look for messages which will be decoded as text in your terminal window. Share a screenshot and the frequency in Slack, then add to the shared document. (If you’d like to try another program specifically designed for this use, you can quit Shiny, open a terminal and run: 
cd ~/Documents/dump1090; ./dump1090 --net --interactive
)
· You can also open a browser page to the following page:
http://localhost:8080 
· See if you can locate the FRS channels in Shiny  SDR. Use the walkie talkies to generate a signal  - speak into the mic and hear it in Shiny. Share a screenshot and frequency in Slack, then add to the shared document. (Note: to change that channel on the walkie, press “Menu”, then use the up and down arrows to get to your desired channel, then press Menu again (and again) until you get through all the menu options.)
· What else can you pick up? Share the frequency in Slack, and the shared document, and explain what you found.
[bookmark: _lfl7uc5fg31l]Part 2: Hunt the Signal From Your Own Wireless Device
In this activity, you can try to locate and decode the signals emitted by your own wireless device.

In the United States, any wireless transmitter must be authorized by the FCC - this certification assures that the device only transmits in the frequencies it is authorized to transmit in. Look on the device for the FCC ID - for example, the FCC ID “TQ8-RKE-4F25” is printed on the back of a car key:

[image: ]

Then, you can look up the FCC ID in this database: https://fccid.io/

For example, here’s the relevant page for a car key: https://fccid.io/TQ8-RKE-4F25

I can see from this page that the device transmits at 433.92 MHz:
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And then I can use a software defined radio, like the RTL-SDR USB dongle or similar device, to visualize its signal, identify what kind of modulation is uses, and try to decode it.

Using your own wireless devices, can you locate them in the frequency spectrum and answer some basic questions about their transmissions?
· What center frequency the device operates at
· How much bandwidth it occupies
· Is it an analog or digital modulation type?
· What kind of modulation does it use?
· Can you recover a bitstream from its transmission (if it is a digital transmission) or listen to audio (if it is an analog audio transmission)? 
Share your answers in Slack, and explain how you found them!
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